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Computer expert escapes to Santa Cruz in winter

Updated: 12/14/2008 01:50:35 AM PST

A simple hillside patio at his small Santa Cruz home offers the famed
digital detective Hany Farid something that the hallowed halls of
Dartmouth College cannot: a place to think.

With just a laptop and cup of coffee, Farid writes the computer code that
reveals tiny flaws hidden in phony photos. His suite of software tools,
which identify statistical differences in an image's lighting, patterns,
geometries and other features, tell whether an image is real, or faked. He
teaches a computer to see whatthe human eye can't.

“This is my office. | can come out here and work for 10 hours,” said Farid,
42 from his lawnchalir. "When I'm stuck on a problem, | go pull some
weeds."

Questions everything

A founder of the emerging field of digital forensics, the highly-regarded
computer science professor escapes 1o Santa Cruz during New
Hampshire's long gray winters. Free of vy League committee meetings
and other professorial responsibilities, he can ponder an algorithm and
then relax by riding his Harley Davidson V-Rod up the coast.

Here in the sunshine and fresh ocean air, he's studying some of digital's darkest secrets. Thatimage of a young
qgirl engaged in sex, is she a real child, or computer generated? (Real.) That DNA pattern used to verify cancer
research findings, has it been fudged? (Yes, probably.) Did North Korea release fake photos of Kim Jong-il to
prove that the leader is healthy? (Unlikely.)

The explosion of new digital image technologies has photo to enlarge ‘
led to a proliferation of fraud, he said. Because ]
tampering has become so widespread, "We are
questioning everything. We have gone from
trusting images to asking: 'How do we know an
image hasn'tbeen manipulated?' There's been a

profound shift,” he said.
Random fakes

To help detect fakes, government investigative 8
agencies, scientific journals, news organizations
and courtrooms increasingly rely on detective
software designed by Farid, his students and
other researchers. His tols have ended years- . .

long litigation over an intellectual property dispute glﬁr;?g;ﬁ?: :::ess[oh;::,‘m K
and verified the size offish photographed for a AVIILA'Sae;iaZ l;' the h’i&»a”ews) .
Canadian biggest fish contest. They confirmed the
authenticity of drawings by Renassiance painter
Pieter Bruegel. And they helped put child
Farensics will never stop photographic fakery, it

will only make it harder, and more time-

consuming, to create a compelling image, said Farid. He predicts that the forensics vs. Photoshop arms race will
continue to evolve, with both sides becoming more sophisticated

But he finds the challenge riveting, so has tackled it with his trademark energy and irreverance.
"My philosophy in life is, do things that are cool,” he said.

Born in Germany to Egyptian parents, Farid grew up in upstate New York, where his father was a chemist for
Eastman Kodak. He briefly worked as a low-level programmer

"I had to wear a tie," he said. "l thought: 'l can't keep doing this. Il kill myself™
He then studied at University of Pennsylvania and Massachusetts Institute of Technology.

Farid conceived of the possibilities of digital forensics while at MIT, waiting In the check-out line at the library.
Restless, he picked up a copy of the Federal Rules of Evidence, then started randomly reading. What he saw
startied him: Film and digital images were equivilent evidence, in the eyes of the court.

“This just seemed like a bad idea,” he said. "Not that 'm good at seeing the future,” but | could tell this would be a
prablem.”

But how to prove the differences? The problem seemed intractable. Yet it stayed in the back of his mind.

"Two years later, | woke up one marning and | had an idea. | had breakfast, then coffee, then began work on this
core of an idea: Could you determine if an image was enlarged or shrunk or rotated?” he said. "Then it was like
opening a fire hydrant. One idea came after another.”

At Dartmouth, where he leads the Image Science research group, "everything happens on an order of 10to 15
minutes. Your whole day gets carved Into little chunks. I'm at capacity there, Just running from one thing to another.
By mid-November, it gets cold and | get cranky.”

MNever really bored

Butin Santa Cruz, he's got a girlfriend, a racing bicycle, his cherished Harley, sunshine and solitude. From his
Mac Airbook, he can log onto the complex computer in Dartmouth's basement and do vast calculations.
Sometimes he visits colleagues at the Valley-based companies Nikon and Adobe. Air travel isn't a frustration
‘When bored, he does math puzzles in his head ("Given a set of numbers, how do you find a subset of them that
UM 1o a target number?” he asked. "It's 8 maddeningly simple problem that's intractable, because there are an
exponential number of possible subsets to consider.”)

His team’s approach starts with understanding what statistical or geometric properties of an image are disturbed
by a particular kind of tampering. Then they develop a mathematical algorithm to uncover those irregularities.
Manipulations leave a statistical trail.

A vanishing point might be off. Or shadows cast from objects may contradict one another. The number of pixels
could vary. His team has created a software package consisting of algorithms that search for a dozen types of
photo alteration, each with its own data pattern

Too many ideas

He Is now exploring routes to detect child pornography as it travels over the Internet, using pattern recognition
software. He is trying to find new ways to detect tampering in heavily compressed images, where few details are
visible. Another goal is a technique 10 generate one single high-guality image” of a criminal, for instance” from
reams of low-quality video

"That is what is so great about sclence. You're in territory where nobody's ever gone before. It's terrifying and
exciling at the same time," he said.

Il wake up at4 a.m. with an idea and | have to getup. | don't have a choice

Contact Lisa Krieger at lkrieger@mercurynews.com or (408) 820-5565.
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Patients seeking treatment at Tacoma Family Chiropractic with Dr. Jason Stockton, Dr. Bethanne Baretich and Dr. Scott
Finlayson are assured of receiving only the .... Tweets of active Police and Fire incidents in Pierce County, WA. ... leg of U.
(Key Peninsula Fire) GIG HARBOR, WA — Ten people were injured, ... Nate has been an amazing care giver and had a
positive affect on my life over the last two years. ... The scariest thing in Belfair State Park isnt bears or bugs or dark

looming .... Pregnancy and Birth Blogs for Parents in Tacoma Junction ... There are lots of things to consider when choosing a
childcare provider for t... By Melissa Sawatzky.. The 10 Scariest Things About Postnatal Care Chiropractor Tacoma WA. 25
Septembre 2019 0. How a Pregnancy Chiropractor May help you Throughout and .... The 10 Scariest Things About Best
Tacoma Chiropractic Near Me ... Our Mild way of Chiropractic care is Protected and successful for all, Precisely These with ....
The 10 Scariest Things About Prenatal Chiropractic University Place ... "North TAcoma Chiropractor is really a multi-modality
clinic and that is client focused, .... The 10 Scariest Things About Chiropractic Care Pierce County - The 10 Scariest Things
About Chiropractic Care Pierce County. How Baby Chiropractic Can .... Pregnancy Chiropractic Care. Tacoma Chiropractic
pregnancy care has become an everyday exercise by women To ease ache and irritation connected with .... The Biggest Trends
in Chiropractic Care University Place We've Seen This Year ... places, Athletic Chiropractor Pierce County which include
orthopedics and pediatrics. ... The 10 Scariest Things About Best Tacoma Chiropractic Near Me.. Oct 06, 2010 - Yes, this
means that if there is scary stuff in your head (and there is for most ... Goldstar has "I Like Scary Movies" Experience reviews,
seat 10 Aug 2019 It's the Seventh ... Chiropractic Care: A Not So Scary Experience. ... Types of Scary Thoughts From Anxiety
TACOMA -- One of the biggest precursors to heart .... The 10 Scariest Things About Chiropractic Care Ruston. August 1,
2019. Pregnancy Chiropractic Treatment. Tacoma Chiropractic pregnancy treatment has .... Our chiropractic team at Proctor
Chiropractic provides care for many symptoms. Give us a call today to learn more or schedule!. 10. Who can my employer
disclose my health information to? 11. Does HIPAA prohibit employers from announcing things like births, employee
hospitalizations and medical ... Medical records are created when you receive treatment from a health professional such as a
physician, nurse, dentist, chiropractor, or psychiatrist.. The 10 Scariest Things About Chiropractic Care Ruston. August 1, 2019.
Pregnancy Chiropractic Treatment. Tacoma Chiropractic pregnancy treatment has .... The 10 Scariest Things About Pregnancy
Chiropractor Ruston - The unique blog ... -care-chiropractor-tacoma-wa-puns-you-can-find">Pediatric .... Minnesota State
Highways 24 / 55 (co-signed) serve as a main route in the community. ... Accident Date: Fri, 10/11/2019 51, killed; Aaron
Nickolson, 37, injured in ... To learn more, or to make an appointment with PHELPS CHIROPRACTIC P. ... canoe outfitters
who can take care of all your equipment needs for your canoe .... One in ten 16 year olds who took part in a survey by ARK
at Queen's and the ... Find the top 100 most popular items in Amazon Industrial & Scientific Best Sellers. ... At Life Care
Chiropractic and Wellness Center, Waldorf Chiropractor, Dr. They may ... With a variety of cab configurations and bed
lengths, there's a Tacoma for .... I f9g iOB DALY (chairman and co-CEO of Warner Bros.): ... from Gerard de Villiers's
trash lit to the classic horror of Maupassant and the dirty words of ... GRAY DAVIS: '"The best thing about L. A. is L.A. The
city doesn't care who your family is ... The five-foot- tall, I 10-pound Chinese-American mother of three became a full-
time .... The festival is Friday from 7 a.m. to 9:30 p.m. and Saturday from 10 a.m. to 9 p.m. at St. ... 7 to 9 p.m. and Oct. 26
from 4 to 6 p.m. , a not-so-scary event for younger children. ... To receive a voucher/access code, you must be a King or
Pierce County ... Olympia health clinic is of fering free chiropractic and massage therapy to .... Nourishment as well as your
Spine Chiropractic Tacoma, Chiropractor Tacoma Meals combining: Find out the ideas on this necessity for superior overall
health ... c36ade0fdS
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